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Preface

I am glad to present this book, especially designed to serve the needs of

the students. The book has been written keeping in mind the general weakness
in understanding the fundamental concepts of the topics. The book is self-
explanatory and adopts the “Teach Yourself” style. It is based on question-
answer pattern. The language of book is quite easy and understandable based
on scientific approach.

Any further improvement in the contents of the book by making corrections,
omission and inclusion is keen to be achieved based on suggestions from the
readers for which the author shall be obliged.

| acknowledge special thanks to Mr. Rajeev Biyani, Chairman & Dr. Sanjay
Biyani, Director (Acad.) Biyani Group of Colleges, who are the backbones and
main concept provider and also have been constant source of motivation
throughout this Endeavour. They played an active role in coordinating the various
stages of this Endeavour and spearheaded the publishing work.

| look forward to receiving valuable suggestions from professors of various
educational institutions, other faculty members and students for improvement of
the quality of the book. The reader may feel free to send in their comments and
suggestions to the under mentioned address.

Author
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E Commerece

Q.1

Ans. The term commerce is define as trading of good & services or if _e’ for
_electronic’ is added to this, the definition of e - commerce is defined as
trading of goods, services, information or anything else of value

Q2.
Ans.

Chapter 1
Introduction to E-Commerce

What is E-commerce? Define Objective of E-commerce?

between two entities over the internet.
Following are some definitions of e - commerce:-

1. It is the ability to conduct business electronically over the
internet.

2. It means managing transactions using networking and electronic
means.

3. It is a platform for selling products & services via internet.

A commercial Stage can be decided into three main stages -

1. The advertising and searching stage
2. The ordering and payment stage
3. And the delivery stage

Objective of e-commerce- E-commerce is the environment in which
information for the buying and selling of goods and services moves
electronically.

There are some objectives-

1. Improved productivity

2. Cost saving

3. Streamlined Business Process

4. Better Customer Service

5. Opportunities for new Business.

What are the Characteristics of e - commerce?

Establishment of B to B relationship.
Electronic payment.

e - distribution of products & services.
Exchange of information.

Pre and post - sales support.

G N
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6. Customer relationship management.

Q 3. What are advantages of e- commerce?
Ans. Advantage of e - commerce:-

1.

Facilitates the globalization of business:-e - commerce facilitates the
globalization of business by providing some economical access to
distant markets and by supporting new opportunities for firms to
increase economies by distributing their products internationally.

Provides increased purchasing opportunities for the buyer:-As e -
commerce increases sales opportunities for the seller, it also increases
purchasing opportunities for buyer.

Lowering staffing cost:- As in e - commerce, the selling & purchasing
process is outline, the amount of interaction with staff is minimized

Market based expansion:- An e - commerce is open to entirely new
group of users, which include employees, customers, suppliers &
business partners.

Increased profits:-With e - commerce, companies reach more & more
customers where physical commerce cannot reach, thus increasing
profits.

Increased customer service & loyalty:- e - commerce enables a
company to be open for business wherever a customer needs it.

Increase speed & accuracy:- E - commerce see the speed and accuracy
with which business can exchange information, which reduces cost on
both sides of transactions. It is available 24 hours a day & 7 days a
week.

Reduction of paper storage.

Increased response times:- In e - commerce, the interaction with the
system take place in real time & therefore allows customer or bidder to
respond more Quickly & thus reduces the time of discussion between
then as in traditional commerce.
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Q 4. What are the limitations of e-commerce?
Ans. Limitations of e - commerce:-

Q5.

1. Security:- the security risk in e - commerce can be-

o client / server risk
o data transfer and transaction risk
e Virusrisk

2. High start up cost:-

The various components of cost involved with e - commerce are:-
s Connection:- connection cost to the internet.
o hardware / software:- this includes cost of sophisticated
computer, moduer, routers, etc.

® maintenance:- this include cost involve in training of employees
and maintenance of web-pages.

Legal issues:- these issues arises when the customer data is fall in
the hands of strangers.

Lack of skilled personnel:- there is difficulty in finding skilled
www developers and knowledgeable professionals to manage and
a maintain customer on line.

Loss of contact with customers:-Sometimes customers feels that
they does not have received sufficient personal attention.

Uncertainty and lack of information:- most of the companies has
never used any electronic means of communication with its
customers as the internet is an unknown mode for them.

Some business process may never be available to e - commerce:-
Some items such as foods, high cost items such as jewelry may be
impossible to be available on the internet.

What is the Forces driving Ecommerce?

Ans. The Driving Forces for E-Commerce as follows-

Market and Economic Pressures

1. Strong competition: Now competitions the part of any business

and companies are implementing new techniques every day to bear



10

%{/’oym!r& Hhoereke Hiwreke

their competitors. E-Commerce is one of the tools of recent days,
which is adopted by the companies.

Global Economy: In Present Scenario world becomes a global
village and there are standard patters in market for business, so
every country must follow these norms. There is huge gap between
the growth rate of developed and developing nation, so more and
more developed nations are investing in every part of world. E-
Commerce is the need of such a scenario.

Extremely Low Labor Cost in Some Countries: Now this the
common feature of business that companies are having
manufacturing units in one are of the world and the same products
is marketed in other part of the world. Definitely some medium is
required to maintain it and e commerce is providing such medium.

Frequent Changes in Market demands: As we discussed above
that the age of techolnology so any change which takes place in part
of the world, rapidly reflects every where so e-commerce it the tool
which is necessary to sustain in present fast changing world.

Increase Expectation of Consumers: The expectation of consumers
about quality and services are very high, so it works like driving
force for e-commerce.

Awareness Among Consumers: Awareness Among Consumers:
Now consumers are well aware. Internet, print media and
electronic media keep update the consumers about new
products and their rates.

Societal And Environmental Pressures

1.

Government Regulations: Every country have its own rules and
regulations but now a days almost every country have well defined
cyber laws which provides a right environment for the e commerce.

Reductions in Government subsidies: Now world is very open,
some countries provides lot of rebate in tax and in other forms to do
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Q6

Ans

business. But some other countries reducing the soaps for business.
E-commerce provides the opportunity to take these challenges.

3. Rapid Political Changes: Whenever government changes n any
country there are some changes in guidelines and polices towards
the business. It is also work as driving force for the e-commerce.

Technological Pressures

Rapid Technological Changes: Technology is the factor, which
provides e-commerce an opportunity to become and perfect solution
for business.

New Technologies: New and secure technology available in the market,
which provides an easy, cheap and secure platform for the e-
commerce.

Information Overload: By using e-commerce we can easily efficiently
manage information about the product and other business related
things. This is a cheap and secure medium for managing important
information.

Digital Convergence: The digital revolution has made it possible for
digital devices to communicate with one another. The Internet's
massive growth during the past decades- a creation of market forces-
will continue. Steady increase in computer power and decreasing cost
made navigation on the internet.

What is the difference between traditional commerce and e -
commerce?
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Traditional Commerce

E- Commerce

Customer can easily identify &
authenticate a merchant by seeing
directly to him.

It is not easy in this case.

2 | Customers can directly talk to Customer can only see the
merchant. Communication hands of a | representation & can only is not in
third party the see the WebPages

3 |Customers can interact with other | Customer cannot interact with
Customers and gain feedback about | other customers
merchant from other customers

4 |Itis not available all the time It is always available 24* 7*365

hours.

5 |Itis slow method It is fast method

6 | Customers just give cash to Merchant | Customer have to give their

& there is no need to give their name
or address So there is no worry about
Personal information

personal information to Purchase
the product.

Q7 Whatis the opportunities in e-commerce for industries?

Ans.

There are many opportunities for e-commerce as-

1. Financial services-A large number of users use the internet for some

form of financial guidance.

2. Stock trading-Online stock trading is nowadays one of the most
demanding e-commerce utilities. The ability to offer market access at
a competitive price is a key advantage of online stock broking
companies and this is slowly happening in India too.

3. Banking - Internet banking is now growing. Many banks like ICICI
and HDFC are making inroads into this area.

4. Legal and Professional services- opportunities also exist for Indian
companies in legal and other professional services. In terms of
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Q8
Ans.

Q9
Ans

5.

opportunities for Indian legal service providers, the requirement for
professional, legal and regulatory advice is expected to increase as
the number of e-commerce user’s increases.

Tour and Travel- The travel industry has readily adapted to e-
commerce. There has been a growing emphasis on the search for
alternative distribution channels within the sector, particularly with
the railways and the airlines, as they seek to reduce costs. These
sectors have adapted well because of their online reservation systems.

Healthcare- Healthcare represents one of the biggest expenditures of
governments worldwide. The Internet has the potential to enhance
communications, streamline processes and create new business
opportunities, by providing high-quality administrative services and
integrating information systems.

What is Growth of E-Commerce?

According to Forrester Research, US online retail reached $175 billion
in 2007 and is projected to grow to $335 billion by 2012. Business-to-
consumer (B2C) ecommerce continues its double-digit year-over-year
growth rate, in part because sales are shifting away from stores and in
part because online shoppers are less sensitive to adverse economic
conditions than the average US consumer.

Despite the continued growth of the channel, online retailers
face several challenges to growth: Online stores are broadly perceived
as a second choice for shoppers, online retail is becoming increasingly
seasonal, and online shoppers rarely admit to browsing, which can
drive valuable incremental dollars during their Web shopping
experiences.

What are the areas of e-commerce?
The areas of e-commerce are
1) EDI 2) E-market 3) Internet commerce



Case Study

How Stuff Works e Commerce Site

How Stuff Works is a media and e-learning company that presents
material explaining how various devices work. It originally started as
a personal Web site that provided free information, grew to become
very popular, received venture capital and became incorporated. The
business makes money through selling advertising and product sales.
Questions you may have include:

. How did the site get popular?

. How did the business get started?

. How do they make money?

This lesson will answer those questions.

Popular site
The How Stuff Works Web site is among the top 500 sites in the United
States. It became popular through appealing content, word-of-mouth
advertising and good media coverage.

Started as labor of love
Marshall Brain created the How Stuff Works Web site by doing
something he was interested in.
Brain has a BS degree in electrical engineering, a Masters degree in
computer science. He had been president of a software development
firm and had written 10 books. At the time he started this Web site, he
was teaching computer science at North Carolina State University.
Since he was always fascinated in how things work and seeking to
provide materials to teenagers with similar interests, he put together a
Web site of articles explaining the operation of various devices in
January 1998. He published an email newsletter, and by June 1998, 700
people had subscribed.

Media coverage
By the summer of 1999, the How Stuff Works site started to get some
media attention. This may have been as a result of press releases, a
local newspaper covering things in the area or an article on new sites
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on the Internet. It is not certain how the media attention was generated
for this site.

Increasing rapidly

By December 1998 the site was getting over 94,000 visitors a month. Its
popularity was increasing at a great rate due to the publicity, as well as
the word-of-mouth referrals. Certainly, the site was a well-done
product that fulfilled the need or interest of the viewers.

Business plan

Brain and Fregenal created a business plan, describing what they hope
to accomplish and their financial model, which showed how they will
make and spend money. It also contained predictions of the number of
visitors the site expected each month.

Their plan to gain revenue was from:

1. Ads and sponsorships

2. Sales of products, including How Stuff Works branded products

Purchases and hiring

With this money, they purchased equipment, rented space, formed a
management team, hired 35 employees, launched an advertising
campaign and started various projects.

They also have a Board of Directors of executives who meet monthly to
discuss the progress of the company.

Because of the increased Internet traffic to the site, the company
purchased their own servers and other necessary equipment to keep
the site running smoothly.

Making money
How Stuff Works Inc. has a number of revenue-making ventures.

Books
They have How Stuff Works books, with two books for sale, published
by Hungry Minds (publisher of the Dummies series of books).

TV and radio clips
The company is also selling one-minute video clips of Marshall Brain
explaining how things work to TV stations. Marshall Brain also has
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syndicated one-minute radio vignettes that they sell through Cox
Radio Syndication. Both of these features also advertise the site.

Business site
They has a business spin-off called HowBizZWorks.com, as well as one
aimed at fitness.

Newspaper articles

Finally, they syndicate articles to newspapers, magazines and Web
sites, including The Los Angeles Times, USA Today Online, and Plant
Engineering.

Summary

How Stuff Works started as a labor of love by Marshall Brain. Since it
apparently filled a need or satisfied an interest, it became very popular.
Good media coverage certainly helped spread the word. Brain formed
a company and then received venture capital to turn the enterprise into
a working corporation. The business is selling numerous items under
the How Stuff Works brand.
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Chapter 2
E-Commerce Models

Q 1. What are the types of e - commerce?
Ans. Types of e - commerce:-
1. Business to customer (B to C):-It means the consumer is motivated by
business.

Customer identifies a need

A 4

Searches for the product or services to satisfy
the need

A 4
Select a vendor and negotiates a price

A\ 4
Receives the product or service

v

Makes payment

\ 4
Gets service & warranty claims

B to C working
1. Visiting the virtual mall- customer visits the mall by browsing
the outline catalogue.

2. Customer registers- customer has to register to become part of
the site’s shopper registry

3. Customer buys product.
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4. Merchant processes the order- the merchant then processes the
order that is received from the previous stage & fills up the
necessary forms

5. Credit card is processed:- credit card of the customer is
authenticated through a payment gateway or a bank.

6. Shipment & delivery:- the product is then shipped to customer.

7. Customer receives:- the product is received by customer and is
verified.

8. After sales service:- after sale, the firm wants to maintains a
good relationship with its customers. It is called CRM customer
relationship management.

Business to business (B to B):- this is called as a business motivated by
another
business.

B2B is classified as:-
1. Market place:- a digital electronic market place where suppliers and
commercial purchasers can conduct transactions.

2. E - distributors:- a company that suppliers products and services
directly to individual business.

3. B2B service provider:- it is a company that access to internet based
software application to another companies.

4. Infomediary: - a company whose business model is premised upon
gathering information about customers & selling it to other
businesses.

Consumer to business (C to B):- a business motivated by a customer.

The various C2B classified into:-

1. Idea collectors:- consumers generally have a great idea about how
to improve the existing products and what new features can be
added to new products. E.g. ideas.com

2. Reverse auctions:- it allow prospective airline travelers to visit the
website and name their price for travel between only pair of city. If
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Q2

an airline is willing to issue a ticket at their price, the passenger is
obligated to buy.

3. Consumer to consumer (C to C):-
In this type, a consumer is motivated by another consumer.
Consumers sell directly to other consumers via online classified ads
and auctions, or by selling personal services or expertise online.
E.g. ebay.com

Explain Brokerage Model of e-commerce ?

Ans. Brokerage Model:- Brokers are market-makers: they bring buyers and

sellers together and facilitate transactions. Brokers play a frequent role
in business-to-business (B2B), business-to-consumer (B2C), or
consumer-to-consumer (C2C) markets. Usually a broker charges a fee
or commission for each transaction it enables. The formula for fees can
vary. Brokerage models include:

Marketplace Exchange -- offers a full range of services covering the
transaction process, from market assessment to negotiation and
fulfillment. Exchanges operate independently or are backed by an
industry consortium.

Buy/Sell Fulfillment -- takes customer orders to buy or sell a product
or service, including terms like price and delivery.

Demand Collection System -- the patented "name-your-price" model
pioneered by Priceline.com. Prospective buyer makes a final (binding)
bid for a specified good or service, and the broker arranges fulfillment.

Auction Broker -- conducts auctions for sellers (individuals or
merchants). Broker charges the seller a listing fee and commission
scaled with the value of the transaction. Auctions vary widely in terms
of the offering and bidding rules.

Transaction Broker -- provides a third-party payment mechanism for
buyers and sellers to settle a transaction.

Distributor -- is a catalog operation that connects a large number of
product manufacturers with volume and retail buyers. Broker
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Q3
Ans.

Q4
Ans.

facilitates business transactions between franchised distributors and
their trading partners.

Search Agent -- a software agent or "robot" used to search-out the price
and availability for a good or service specified by the buyer, or to locate
hard to find information.

Virtual Marketplace -- or virtual mall, a hosting service for online
merchants that charges setup, monthly listing, and/or transaction fees.
May also provide automated transaction and relationship marketing
services.

Explain InfoMediary Model of e-commerce ?

InfoMediary Model:- Data about consumers and their consumption
habits are valuable, especially when that information is carefully
analyzed and used to target marketing campaigns. Independently
collected data about producers and their products are useful to
consumers when considering a purchase. Some firms function as
infomediaries (information intermediaries) assisting buyers and/or
sellers understand a given market.

Advertising Networks -- feed banner ads to a network of member
sites, thereby enabling advertisers to deploy large marketing
campaigns. Ad networks collect data about web users that can be used
to analyze marketing effectiveness.

Audience Measurement Services -- online audience market research
agencies.

Incentive Marketing -- customer loyalty program that provides
incentives to customers such as redeemable points or coupons for
making purchases from associated retailers. Data collected about users
is sold for targeted advertising.

Explain Community Model of e-commerce?

Community Model:- The viability of the community model is based on
user loyalty. Users have a high investment in both time and emotion.
Revenue can be based on the sale of ancillary products and services or
voluntary contributions; or revenue may be tied to contextual
advertising and subscriptions for premium services. The Internet is
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Q5
Ans.

inherently suited to community business models and today this is one
of the more fertile areas of development, as seen in rise of social
networking.

Open Source -- software developed collaboratively by a global
community of programmers who share code openly. Instead of
licensing code for a fee, open source relies on revenue generated from
related services like systems integration, product support, tutorials and
user documentation

Open Content -- openly accessible content developed collaboratively
by a global community of contributors who work voluntarily.

Public Broadcasting -- user-supported model used by not-for-profit
radio and television broadcasting extended to the web. A community
of users supports the site through voluntary donations.

Social Networking Services -- sites that provide individuals with the
ability to connect to other individuals along a defined common interest
(professional, hobby, romance). Social networking services can provide
opportunities for contextual advertising and subscriptions for
premium services.

Explain Aggregator Model of e-commerce?

Aggregator Model-Classic wholesalers and retailers of goods and
services are increasingly referred to as —e-tailers|| .Sales can be
made based on list prices or throught auctions.

Following are some of the aggregator models:

1. Virtual merchant - This is a business that operates that only from the

web and offers either traditional or web-specific goods or services. The
method of selling may be by list price or auction.

Catalogue merchant-Catalogue merchant is the migration of mail
order to a web-based order business.

Surf and turf- This is a merchant that deals strictly in digital products
and services and, in its purest form, conducts both sales and
distribution over the Web.
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Q6

Ans.

Bit vendor - This is a merchant that deals strictly in digital Products
and services and, in its purest form, conducts both sales and
distribution over the web.

Subscriptions model-in this, the users pay for access to the site. High
value-added content is essential. Generic news content, viable on the
news-stand, has proven less successful as a subscription model on the
web.

Explain value chain Model of e-commerce?

Value chain Model- value chain moves business away discrete streams
of data about the product being made to one unified pool of
information-one that even extends outside the company to suppliers
and customers. The goal is to develop full and seamless interaction
among all members of the chain, resulting in lower inventories, higher
customer satisfaction, and shorter time to the market.

Generalized Portal : AltaVista as a Value Chain Model
AltaVista Company is the premier knowledge resource on the
Internet. It strong engine tool and patented technology.

By capitalizing on the unique Web-wide features and services,
the AltaVista network provides a distinct Internet experience
through multiple integrated platforms, as in the following;:

AltaVista free access
AltaVista international

1. AltaVista search

2. AltaVista shopping.com
3. AltaVista live!

4. AltaVista raging bull
5.

6.

Personalized Portal: My Yahoo! As a Value Chain Model
Some of the topics that Yahoo offers are:

1. Pick your weather cities

2. Track your stock quotes

3. Read your choice of news

4. Find local movie Showtime

5. Follow your favorite sports teams
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Case Study
Brand Parle-G Case Study

Status: Has a market share of 60% in the glucose biscuits category,
worth about Rs2,000 crore

Brand story: In the hit Bollywood movie Welcome, actor Nana Patekar,
in a passing reference to Parle-G, notes that even biscuits command
respect and have to be addressed with a ji (a term of respect in Hindi).
His remark, while made in jest, is not far off the mark.

It is a heritage brand. We sell over 25 crore packets every month. That
should reflect the stature of the brand,| says Praveen Kulkarni,
marketing head at Parle Products Pvt. Ltd.

Parle's mantra has always been about repositioning the brand without
tweaking the look and feel of the product. —The brand is clearly an
Indian brand and it straddles all economic strata. The fact that it is a
staple for everyone in the house keeps it going,|| says Nirvik Singh,
chairman and president, Grey Global Group, South and South-East
Asia, the agency that handles the Parle-G account.

There was a time when Parle-G's dominance was threatened by rival
brands, especially the Tiger brand fromBritannia. —We found out that
Tiger was getting stronger in the kids segment, and we decided to
change our positioning,|| says Kulkarni. Later, when the company
sponsored the television show Shaktimaan on Doordarshan, it literally
rescued Parle-G.

The brand also had some innovative commercials involving young
children with a new punchline, G means Genius, which was an instant
hit. While rivals have signed on celebrities, Parle-G has managed to
retain its leadership position with just a simple white-and-yellow
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striped wrapper with a picture of a baby on it. —\We don‘t need
celebrities as the brand equity is so strong,|| says Kulkarni.

The biggest concern is that the brand shouldn‘t become outdated as it
is a historic brand. The brand has managed to retain its leadership
position because it has evolved its campaign with every consumption
trend,|| says Singh.

The last campaign, Hindustan ki Takat, (the strength of India) is a huge
position which no other brand can take so effortlessly.||
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Chapter 3

Electronic Payment Systems

Q1 What is Electronic Payment System.

Ans Electronic Payment is a financial exchange that takes place online
between buyers and sellers. The content of this exchange is usually
some form of digital financial instrument (such as encrypted credit
card numbers, electronic cheques or digital cash) that is backed by a
bank or an intermediary, or by a legal tender.

Q2 Whatis the Special features required in payment systems ?
Ans. There are different types of features in payment system-

1.

2.

National system of exchange-over the past 40 years, growth in

international trade, which has exceeded the expansion of GDP
at monetary policies which are pursed purely at the national
level, has resulted in a global economy which increasingly has
no place for economic and monetary policies which are
pursed purely at the national level. Similarly, while the
Bretton Woods monetary system established after 1945-
reversed special status for the US Dollar, the number of
currencies having _global’ status has expanded in number,
thereby removing the linkage to their respective political
masters.

International systems of exchange- Every transaction whether

trade- or non-trade-related gives rise to obligations that needs
to be settled through a transfer of money between the parties
involved. Settlement of non-trade-related and large value
transactions is increasingly based on the electronic large value
payment systems, which have been developed earlier.
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Banking and Securities markets- Attempts to establish
universal international payment systems that can be used
cost-effectively for the full range of transactions have to date
been unsuccessful. A failure to agree on common standards
has meant that a major proportion of the instructions, which
are sent by banks follow a free messaging, format. When
messages are on free format recipients have to interpret and
to rekey them, involving higher levels of cost, more time and
making the systems much more prone to the introduction of
errors. At the same time there is a countervailing pressure to
settle transactions, particularly those relating those to
securities, more quickly.

Q3 Explain The types of E-Payment Systems ?

Ans

The Types of E-Payment systems are:
1. Credit card payment is the most common type of payment method,

which account for 80 percent of online payments in the US and 50
percent of online purchases outside the US. To use the digital credit
card payment systems on web, it has been extended the
functionality and security to validate authentic owner of the card.
Verified by visa is introduced by Visa.

Digital wallets are quicker, efficient and easy way to pay online.
Unlike credit card, payers need not to enter credit card information
every time of purchase, instead payers can pay by one or two
mouse click. Amazon’s 1-Click Shopping is one of the best-fitted
examples.

Micropayment is designed to purchase less than US$ 10.
Accumulated balance digital payment systems are used to make
micropayment and purchases on the web. The shoppers receive
invoice through their convenient utility bills such as telephone bill,
electricity bill, internet bill etc. For example, Payment One charges
its customers to their monthly telephone bill.

Stored value payment system is instant online payment and the
maximum amount of purchase depends on the value stored in a
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digital account. The digital account relies on the amount stored in
customers bank, checking, credit card account etc. It's kind of
online debit account; E-Account offers a prepaid debit account for
online purchases.

5. Smart card is another type of stored value system used for
micropayment. It's kind of —electronic purse|| stored digital money
with necessary information. To pay online by smart card, a digital
card reader (a device that read the information in smart card) is
necessary to attach with shoppers computer. American Express's
Blue smart card is one of the good examples.

6. Digital cash or electronic cash or e-cash is used for micropayment
or larger purchases. Digital cash represents the electronic form of
currency which is not same as conventional currency in the market.
Users use specific software for trading and transacting this
electronic currency with other e-cash user or retailer through
Internet. ECoin.net is an example of a digital cash service.
Web-based peer-to-peer payment systems is becoming very
popular and its growing. The vendors or individual who does not
have any facility to accept payment through credit card payment or
any other convenient method, they can use this peer-to-peer to
accept payment. For example, millions of eBay buyers and sellers
are using PayPal to pay and receive payment.

6. Digital checking payment systems extend traditional checking
system so they can be used for online payment. It is less expensive
than credit card and much faster than traditional paper based
checking. Example, Western Union Money Zap and eCheck.

8. Electronic billing presentment and payment systems are used to
pay routine monthly bills through electronic fund transfer from
bank account and credit card account. Transaction occurs online.
The most common type of e-payment system is through credit card
payment.

9. Electronic Cheques are modeled on paper checks, except that they are
initiated electronically. They use digital signatures for signing and
endorsing and require the use of digital certificates to authenticate the
payer, the payer‘'s bank and bank account. They are
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10.

delivered either by direct transmission using telephone lines or by
public networks such as the Internet.

Benefits of electronic Cheques:

e Well suited for clearing micro payments. Conventional
cryptography of e-cheques makes them easier to process than
systems based on public key cryptography (like digital cash).

o They can serve corporate markets. Firms can use them in
more cost-effective manner.

* They create float and the availability of float is an
important requirement of Commerce.

Electronic Purses The Smart Card system application software
enables simple

Administration of the smart card's electronic purse. The member
Details are easily maintained on the system with the ability to add a
Member onto the system, edit an existing member's information
and Delete a member from the system. Members are maintained in
Categories where, among other things, the category determines the
Credit limit and access privileges for the member. Clicking one
Button will initialize a Smart card for a member.

If lost, a Smart card can be hot listed. A new card can be
issued by clicking a button and the member's current balance will
be Automatically transferred. Funds can be added or removed
from the card by simply showing.

The card to the reader clicking on a transaction type (Credit, Debit)
Entering an amount Clicking "Write to Card". A statement can be
Printed detailing the member's purchase history. Transactions can
Be listed in detail or summary format by date and location. This
Software can be in integrated with the existing system.



E Commerece 29

Chapter 4
E-Marketing

Q1
Ans.

Q2.
Ans.

What is e-marketing? define advantages of e-marketing?

E-Marketing is a subset of e-Business that utilities electronic medium to
perform marketing activities and achieve desired marketing objectives
for an organization. Internet Marketing, Interactive Marketing and
Mobile Marketing for example, are all a form of e-Marketing.

E-Marketing is also a part of e-Business that involves electronic
medium to achieve marketing objectives. E-Marketing is set on a
strategic level in addition to traditional marketing and business
strategy.

Advantages of e-Marketing

Following are some of the advantages of e-Marketing:

» Reduction in costs through automation and use of electronic media
» Faster response to both marketers and the end user

» Increased ability to measure and collect data

» Opens the possibility to a market of one through

» personalization Increased interactivity

What is E-Customer Relationship Management?

E-customer relationship management applications to meet the critical
requirements of businesses that need to accommodate rapid growth,
shifting market demands, and rising customer expectations. Our
applications conform to the client's unique requirements and helps
strengthen customer relationships by automating important sales,
marketing, customer support, engineering, and quality assurance
processes across the organization. The customer self-service
applications that we develop allow customers online access to in-depth
information on the company's products and services, order history,
product updates, and service request fulfillment.

There are some benefits of e-customer relationship management-
1. E-customer relationship management services that engage
customers, suppliers, employees and partners in a broader
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communications web, allowing them to collaborate, exchange data
and conduct business online in a safe and efficient manner.

2. Development methodology allows us to spread development
services across time zones, which allows customers to benefit from
a 24-hour development cycle.

3. E-commerce providing clients with state-of-the-art e-customer
relationship management services by integrating technology,
innovation and strategy with their business processes.

Role of the Internet on CRM

1. Use the web as another channel for interacting with customers

2. Brick and mortar companies can create more customer touch points

3. Share relevant information with customer through

electronic channels

1) Web
2) Email
3) FTP
Q3. Whatis E-Supply Chain Management?
Ans. Supply Chain Management is the business function that coordinates

the movement of materials and information through the supply chain.
Your suppliers should help your firm achieve its competitive objectives

The Supply Chain Management is effective information and material
flow throughout a network of customers and suppliers. The potential
for improved productivity, cost reduction and customer service are
enormous. Of course, the benefits are based on effectively employing
the right processes and supporting information technology. This is a
higher priority than ever before. Providing the right amount of
relevant information to those who need to know it, when they need to
know it is, in fact, effective Supply Chain Management from an
information point of view.

Good supply chain practitioners know that information should be
passed on only to those who

Need to know it, in the form they need to have it. Demand
information, inventory positions,

Order-fulfillment, supply management and a whole host of other
information exchange activities will change how we sell products,
supply products and make and receive payments for goods and
services. The e-Supply Chain will have customers and suppliers
seamlessly linked together, throughout the world, exchanging
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information almost instantly. The velocity of relevant information flow
will be so fast that, as a result, responding to the inevitable changes in
expected vs. actual customer demand will mandate demand-driven
manufacturing and supporting processes that provide for faster
changes in the actual material flow to match demand.

The E-Supply Chain is the mixes or integration of e-Procurement
System, e-Billing System and other e-Business tools. It enhances you,
your suppliers and your distributors to automatically manage the
specifications, quantity, costs and delivery time of materials and
products with higher productivity.

e-Supply Chain & Structure

Objectives of Supply Chain Management
1. Minimize the cost of materials and material movement
3. Minimize inventory investment

4. Ensure timely delivery of materials at every level of the supply
chain and to customers (product availability)

5. Ensure quality of materials used in manufacturing or services

6. If needed, get product design help or other services from suppliers.

E-Business Benefits

Reduce your costs of logistics, production, procurement and
distribution, while having better control of processes and
management. Enable you to find suppliers who give you the lowest
prices or high cost-effective products/materials.
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With the information see-through effect, it allows every party involved
to make their preparation in advance and instant responses upon the
acquiring time.

Enable you control your inventory at its lowest level (or even at zero
level) because your suppliers and distributors can see through it and
always know when they should prepare their production or respond to
you at Just-In-Time (JIT).

Allow your suppliers to help you control your inventory by taking
responsibility to replenish it at the most appropriate level. Help you
easily handle your back-office management.
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Chapter 5
Security Issues in E-Commerce

Q1  What are Security risk of E-Commerce?
Ans. Security risk associated with a network and a website can be in some
ways as follows:

Network and website Security Risks

As part of planning a startup _e-business’ security, management

should become familiar with network and web server security risk

terminology.

Malicious hackers, also called crackers, gain access to steal valuable

information such as credit card numbers, attempt to disrupt service, or

cause any other damage.

1. Denial of service Attacks- A Denial-of-service or DoS attack is an
attack on a network that is designed to disable the network by
flooding it with useless traffic or activity. While a DoS attack does
not do any technical damage, it can do substantial financial damage
to an e-business, because every second an e-business’s network or a
website is down, it may result in lost revenues.

The attacker first breaks into hundreds or thousands of
random, insecure computers on the internet and installs an attack
program. Then he coordinates them all to attack the target
simultaneously. Thereafter, the target is attacked from many places
at once: the traditional defenses just do not work, and the system
crashes.

So far, these attacks are strictly denial-of =-services. They don‘t
affect the data on the websites. These attacks cannot steal credit
card numbers or proprietary information. They cannot transfer
money out of your bank account to trade stocks in your name.
Attackers cannot gain financially from these attacks.

2. Viruses- Viruses are the most common security risk faced by e-
businesses today. A virus is a small program that inserts itself into
other program files that then become —infected|| , just as a virus in
nature embeds itself in normal human cells. The virus is spread
when an infected program is executed, and this further infects other
programs. Examples of virus effects include inability to boot,
deletion of files or entire hard drives, inability to create or files, and
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thousands of other possibilities. Viruses are generally introduced
into a computer system via e-mail or by unauthorized network
access.

Trojan horse- It is a special type of virus that emulates a benign
application. It appears to do something useful or entertaining but
actually dose something else as well, such as destroying files or
creating a —back door|| entry point to give an intruder access to
the system.

. Worm- This is a special type of virus that does not directly alter

program files.

Instead, a worm replaces a document or an application with its own
code and then uses that code to position itself.

A macro is a short program written in an application such as

Microsoft word or Excel to accomplish a series of keystrokes.
Worms mainly spread by exploiting vulnerabilities in operating
systems, or by tricking users to assist them.

Spyware- Spyware is software that gathers user information from
the machine on which it is installed, often transmitting it to an
outside user or company. It is usually downloaded and installed
along with other applications or media players, often without the
user's approval or knowledge.

Some spyware tracks websites visited for advertisers or collects
personal information from web forms. Others seek out email
address for spam lists or credit card numbers, passwords, and other
potentially harmful information.

Adware- Adware is any software application in which advertising
banners are displayed while the program is running. The authors of
these applications include additional code that delivers the ads,
which can be viewed through pop-up windows or through a bar
that appears on a computer screen. The justification for adware is
that it helps recover programming development cost and helps to
hold down the cost for the user.

Q2 What are the types of threats in E-commerce?

Ans

There are four types of threats-
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1. Interception-An interception means that some unauthorized
party has gained access to an asset. The outside party can be a
person, a program, or a computing system. Examples of this
type of failure are illicit copying of program or data files, or
wiretapping to obtain data in a network. Although a loss may be
discovered fairly quickly, a silent interceptor may leave no
traces by which the interception can be readily detected.

2. Interruption-In an interruption, an asset of the system becomes
lost, unavailable, or unusable. An example is malicious
destruction of a hardware device, erasure of a program or data
tile, or malfunction of an operating system file manager so that
it cannot find a particular disk file.

3. Modification-If an unauthorized party not only accesses but
tampers with an asset, the threat is a modification. For example,
someone might change the values in a database, alter a program
so that it performs an additional computation, or modify data
being transmitted electronically. It is even possible to modify
hardware. Some cases of modification can be detected with
simple measures, but other, more subtle, changes may be almost
impossible to detect.

4. Fabrication-Finally, an unauthorized party might create a
fabrication of counterfeit objects on a computing system. The
intruder may insert spurious transactions to a network
communication system or add records to an existing database.
Sometimes these additions can be detected as forgeries, but if
skillfully done, they are virtually indistinguishable from the real
thing.

Q 3 What are security risk management approach in E-commerce?

Ans- Steps for risk management
1. Know the risks and train the troops
Your exposure to e-commerce risk depends on your business policies,
operational practices, fraud prevention and detection tools, security
controls, and the type of goods or services you provide. Your entire
organization should have a thorough understanding of the risks
associated with any Internet transaction and should be well-versed in
your unique risk management approach.

2. Select the right acquirer and service provider
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If you have not launched an electronic storefront, you need to partner
with a Visa acquirer that can provide effective risk management
support and demonstrate a thorough understanding of Internet fraud
risk and liability. You also want to take a good, hard look at any
service provider before you sign a contract. Bottom line? Does the
service provider have what it takes to keep your cardholder data safe
and minimize fraud losses?

3. Develop essential website content

When designing your website, keep operational needs and risk factors
foremost in your mind. Key areas to consider are privacy, reliability,
refund policies, and customer service access.

4. Focus on risk reduction

Your sales order function can help you efficiently and securely address
a number of risk concerns. You can capture essential Visa card and
cardholder details by highlighting required transaction data fields and
verifying the Visa card and customer data that you receive through the
internet.

5. Build internal fraud prevention

By understanding the purchasing habits of your website visitors, you
can protect your business from high-risk transactions. The profitability
of your virtual storefront depends on the internal strategies and
controls you use to minimize fraud. To avoid losses, you need to build
a risk management infrastructure, robust internal fraud avoidance
tiles, and intelligent transaction controls.

6. Use Visa tools

To reduce your exposure to e-commerce risk, you need to select the use
the right combination of fraud prevention tools. Today, there are a
number of options available to help you differentiate between a good
customer and an online thief. Key Visa tools include Address
Verification Service (AVS), Card Verification Value 2 (CVV2), and
Verified by Visa.

7. Apply fraud screening

Fraud-screening methods can help you minimize fraud for large-
purchase amounts and for high-risk transactions. By screening online
Visa card transactions carefully, you can avoid fraud activity before it
results in a loss for your business.
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Q4
Ans.

8. Implement Verified by Visa

The tool Verified by Visa can create the most significant reduction in
merchant risk exposure by increasing transaction security through
cardholder authentication and by providing chargeback protection
against fraud. E-commerce merchants who work with their acquirers to
implement Verified by Visa are protected from certain fraud-related
chargebacks on all personal Visa cards with limited exceptions. If
applicable, E-commerce merchants may receive a reduced interchange
rate.

What are cyber laws in e-commerce?

Cyber laws are meant to set the definite pattern, some rules and
guidelines that defined certain business activities going on through
internet legal and certain illegal and hence punishable. The IT Act 2000,
the cyber law of India, gives the legal framework so that information is
not denied legal effect, validity or enforceability, solely on the ground
that it is in the form of electronic records.

The IT Act 2000 attempts to change outdated laws and provides ways
to deal with cyber crimes. Let’s have an overview of the law where it
takes a firm stand and has got successful in the reason for which it was
framed.

1. The E-commerce industry carries out its business via transactions
and communications done through electronic records. It thus
becomes essential that such transactions be made legal. Keeping
this point in the consideration, the IT Act 2000 empowers the
government departments to accept filing, creating and retention of
official documents in the digital format. The Act also puts forward
the proposal for setting up the legal framework essential for the
authentication and origin of electronic records / communications
through digital signature.

2. The Act legalizes the e-mail and gives it the status of being valid
form of carrying out communication in India. This implies that e-
mails can be duly produced and approved in a court of law, thus
can be a regarded as substantial document to carry out legal
proceedings.
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. The act also talks about digital signatures and digital records .

These have been also awarded the status of being legal and valid
means that can form strong basis for launching litigation in a court
of law. It invites the corporate companies in the business of being
Certifying Authorities for issuing secure Digital Signatures
Certificates.

. The Act now allows Government to issue notification on the web

thus heralding e-governance.

. It eases the task of companies of the filing any form, application or

document by laying down the guidelines to be submitted at any
appropriate office, authority, body or agency owned or controlled
by the government. This will help in saving costs, time and
manpower for the corporate.

. The act also provides statutory remedy to the coporates in case the

crime against the accused for breaking into their computer systems
or network and damaging and copying the data is proven. The
remedy provided by the Act is in the form of monetary damages,
not exceeding Rs. 1 crore($200,000).

. Also the law sets up the Territorial Jurisdiction of the Adjudicating

Officers for cyber crimes and the Cyber Regulations Appellate
Tribunal.

. The law has also laid guidelines for providing Internet Services on a

license on a non-exclusive basis.

Cyber Crimes

"Computer or Cyber crimes are considered as illegal, unethical or
unauthorized behavior of people relating to the automatic processing
and transmission of data, use of Computer Systems and Networks".

Common types of Cyber Crimes may be broadly classified in the
following groups:-
1. Against Individuals: - a.

Against Person: -

i. Harassment through e-mails.

ii. Cyber-stalking.
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iii. Dissemination of obscene material on the Internet.
iv. Defamation.

v. Hacking/cracking.

vi. Indecent exposure.

b. Against property of an individual: -

i. Computer vandalism.

ii. Transmitting virus.

iii. Internet intrusion.

iv. Unauthorized control over computer system.

v. Hacking /cracking.

2. Against Organizations: -

a. Against Government, Private Firm, Company, Group
of Individuals: -

i. Hacking & Cracking.

ii. Possession of unauthorized information.

iii. Cyber terrorism against the government

organization. iv. Distribution of pirated software etc.

3. Against Society at large: -

Q5.

Ans.

i. Pornography (specially child pornography).
ii. Polluting the youth through indecent exposure.
iii. Trafficking.

What is Business Ethics in e-commerce?

An RBE (Responsible Business Conduct)is characterized by
responsible business conduct at all four levels of its identity 4 as
an enterprise:

1. Compliance with the law

2. Risk management

3. Reputation enhancement

4. Value added to the community

Responsible business conduct includes the choices and actions of

owners, managers, employees, and agents that are

(@)  within their authority,

(b)  well informed,

(c) intended to pursue the enterprise purpose and meet
reasonable stakeholder expectations, and
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Q6
Ans.

(d)  sustainable over time. Responsible business conduct allows an
enterprise to improve its business performance, make profits,
and contribute to the economic progress of its community.

Among the lessons learned by both business and government is that
responsible business conduct can be encouraged by the structures and
systems, procedures, and practices of responsible business conduct,
often called corporate governance or best practices. Moreover, many
businesses now account for the impact they have on all their
stakeholders, including their social impact—how they deal with
employees, suppliers, and the community — and their environmental
impact—how they treat the environment.5 A management tool owners
and managers use to encourage responsible business conduct is
commonly called a business ethics program. A business ethics program
also helps owners and managers address the triple bottom line: the
financial, social, and environmental results or impacts of the business’s
operations Business owners and managers have learned that a business
ethics program helps owners and managers improve their business
performance, make profits, and contribute to economic progress by
better

* Recognizing political, economic, social, and technological pressures

* Understanding organizational culture: core beliefs, participation,
responsibility, knowledge sharing, and methods of dealing with
conflict

* Fostering reasonable stakeholder expectations

* Developing responsible management practices to meet stakeholder
expectations

* Learning from enterprise decisions and activities

A business ethics program provides a toolkit of leadership and
management practices to aid any enterprise—large or small—in the
responsible. pursuit of its envisioned future. It helps owners and
managers ensure that their employees and agents comply with
applicable laws and regulations. It also helps them minimize risk to the
enterprise, enhance the enterprise’s reputation, and bring value to
stakeholders by adapting emerging global standards of responsible
business conduct and best practices.

What is EDI applications in e-commerce?
EDI is the electronic transfer of structured business documents in an
organization internally among groups of departments or externally
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with its suppliers, customers. The documents are used in EDI are
invoices, purchases orders, acknowledgements and payments.
EDI(Electronic Data Interchange) is the direct communication of
trading messages between computer systems, using national and
international telecommunication networks.

EDI definition
EDl is defined by International Data Exchange Association (IDEA)
as:-This definition has four elements-

1. Structured data- EDI transactions are composed of codes, values and

short pieces of text if necessary; each element with a strictly defined
purpose. For example, an order has codes for the customer and product
and values such as quantity ordered.

2. Agreed message standards- The EDI transaction has to have a
standard format. The standard is not just agreed between the trading
partners but is a general standard agreed at national or international
level. A purchase order will be one of a number of agreed message
standards.

3. From one computer system to another- The EDI message sent is
between two computer applications. There is no requirement for
people to read the message or relay it in the a computer system.

4. By Electronic Means- Usually this is by data communications but the
Physical transfer of magnetic tape or floppy disc would be within the
definition of EDI. Often networks specifically designed for EDI will be
used.
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Glossary

A

Acquirer Financial institution that maintains the merchant card processing
services and receives transactions to be distributed to the card issuers for a
merchant.

Address Verification System (AVS) Process used by a credit card processor
or other party to verify that a customer's billing address matches that of their
credit card statement.

Affiliate A person, organization, or establishment that drives traffic to a
merchant's web site for a percentage of successful sales transactions.

Affiliate Program A popular website promotion tool where a website
contracts with other websites for driving visitor to its site. The revenue is
calculated according to the traffic brought by a particular website.

Apache An open source web server that runs on most commonly used
platforms.

Application Service Provider (ASP) A business that provides remote access
to a software application over the internet.

Asymmetric (or "Public Key") Cryptography A cryptography technique
whereby each user has both a public key and a private key. Asymmetric
systems have two primary uses, encryption and digital signatures.

Authorization The process of verifying that a credit card has sufficient funds
available to cover the amount of transaction. The amount authorized is
reserved against the available balance of a customer's credit card.

B

Bandwidth Bandwidth refers to how fast data flows through the path that it
travels to your computer; it's usually measured in kilobits, megabits or
gigabits per second.
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Batch Processing To process a grouping of orders all at once. Such processing
might include capturing funds and creating shipping labels.

Business to Business E-Commerce (B2B) The buying and selling of goods
and services over the Internet between two businesses. A b2b system is
password protected to ensure sensitive price information is not made
available to the public. A distributor might use a B2B e-commerce system to
purchase goods from a manufacturer.

Business to Consumer E-Commerce (B2C) The buying and selling of goods
and services over the Internet between a merchant and a consumer.

C

Card Verification Value (CVV) A three-digit number printed in the signature
space on the back of most credit cards, such as Visa, MasterCard, and
Discover cards. On American Express Cards it is a four digit code. The CVV is
designed to reduce credit card fraud by ensuring that the customer has the
credit card in their possession.

Compilation The process of creating an executable program from source
code.

Control Panel A graphical user interface that is provided by a web hosting
company to allow a user to perform functions such as FIP, email
administration, password changing and database administration.

Cookies Information that a website puts on your hard disk storing
information about you. Typically, cookies record your preferences when
using a particular site. This allows the website to be tailored to your specific
requirements, and may also allow the site operators to target you with direct
marketing according to your interests.

D
Digital Certificate An electronic document verifying the ownership of a
public key. This is designed to help prevent people impersonating others.

Digital Signature A verification process that relies on cryptography. It allows
the recipient to know the sender’s identity and that there have been no
alterations to the message during transit.

Directory Topical lists of Internet resources, arranged hierarchically.
Directories are meant to be browsed, but they can also be searched.
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Directories differ from search engines in one major way - the human element
involved in collecting and updating the information. Examples of directories
are Yahoo! & Open Directory.

Domain Name The unique name given to every website. It is used to
physically locate a website over the Internet. A domain name consists of three
different parts with each separated by a dot. These are host server name, the
unique name of the website and the third defining the purpose/type of the
website.

Domain Name Registrar A company authorized to receive domain name
registration requests, approve registrations and initiate propagation of
registration information throughout the Internet.

Domain Name System (DNS) An Internet service that translates domain
names in IP addresses. Used to resolve domain names to specific host
computers.

Download To transfer files from a server or host computer to one's own
computer.

Drop-ship A scenario by which a customer places an order with via a retailer
only to have the purchased goods sent directly from another location.

E
E-Commerce The buying and selling of goods and services over the
Internet.

Encryption The manipulation of data to prevent accurate interpretation by all
but those for whom the data is intended.

F

File Transfer Protocol (FTP) A globally accepted set of rules used while
transferring files from one computer to another computer of a network or
Internet.

Firewall A system configured to control access to or from a network.
Firewalls can be implemented in both hardware and software or a
combination of both. A firewall examines each network packet to determine
whether to forward it toward its destination.
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Fulfillment To carry out the processing of an order including picking,
packing, and shipping of product.

G

Gateway or Payment Gateway A business or software that enables e-
commerce systems to communicate with a merchant's Merchant Account
Provider to enable online credit card processing.

GNU GNU stands for "GNU's not Unix," and refers generally to software
distributed under the GNU Public License (GPL).

GPL GNU Public License - A license applied to a program to specify it can be
distributed and modified to/by anyone, but if a modified version is
distributed, the source must be distributed too.

H
Hyperlink A word or image on one website that leads to another website
when —clicked]|| .

HTML (Hypertext Markup Language) A set of markup symbols or codes
inserted in a file intended for display on a World Wide Web browser page.

HTTP (Hypertext Transfer Protocol) The protocol that is used to transfer and
display hypertext documents.

I

ICANN Formed in October 1998, the Internet Corporation for Assigned
Names and Numbers is a non-profit corporation with responsibility for
management of the Internet domain name system. ICANN is comprised of a
broad coalition of the Internet's business, technical, and academic
communities both in the US and worldwide.

Inventory The quantity of goods and materials on hand waiting to be sold.

Invoice A detailed list of goods shipped with a detailed account of all costs
including product prices, shipping cost, and sales tax.

IP Address An identifier for a computer on the Internet. The format of an IP
address is a 32-bit numeric address written as four numbers separated by
periods. Each number can be zero to 255. For example, 100.160.102.5 could be
an IP address. A web hosting server may have one or many IP addresses.
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K
Key A mathematical value that determines the outcome of the encryption and
decryption functions.

Keyword Tag An HTML Meta tag used to help define the important
keywords of a page.

L
Linux An open-source operating system derived from the Unix operating
system. It is used most commonly to run servers.

M

Merchant Account An online bank account required by a store to receive
payments through electronic mediums like credit cards. It can be considered
as a virtual bank account that receives electronic money.

Merchant Account Provider A bank or other institution that provides
accounts to merchants wishing to process online credit card transactions.

Meta tag A device that allows website to list related "keywords" which will be
used by search engines when executing a search. They can also be used by the
unscrupulous to imbed keywords 'behind' their website so that, when
someone searches for these words, they find unrelated information.

MySQL An open source relational database management system that uses
Structured Query Language (SQL).

o
Open Source A program in which the source code is available to the general
public for use and/ or modification from its original design free of charge.

Order Confirmation An email to a customer confirming the placement of an
order.

Orders Management System Software that enables online merchants to
process, track, and organize orders.

P
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Packing Slip A document usually included with a package, that displays the
contents of the package. A packing slip does not include financial or account
information.

Pay Per Click Marketing A form of advertising by which the marketer pays
an organization every time his advertisement is clicked.

PHP A widely-used general-purpose scripting language that is especially
well-suited for Web development and can be embedded into HTML.

Portal A portal is a website with links to other sites. General portals often
include search engines (such as Yahoo or Excite) and there are also niche
portals which cater to specific interests.

Privacy Policy A document that explains a merchant's policy regarding its
customer's information.

Private Key A key for both encryption and decryption. It exists with a public
key, but is kept secret by the owner.

Proxy Server Server that caches Web content in order to provide quicker
access for users, when new requests are made for the same content.

Public Key A key for both encryption and decryption that is made available
to the public. It has a mathematical relationship to the private key which
means that information encrypted with one key can only be decrypted with
the other.

Purchase Order (PO) A commercial document used to request someone to
supply something in return for payment and providing specifications and
quantities. A purchase order usually has an associated purchase order
number used to identify the purchase order.

Q

Query A Request for Information to either a database application or search
engine.
Referrer The URL or site address from which a site visitor came from.

R
Return Policy A document that explains a merchant's policy regarding the
return of products by customers.
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Scripting Language A programming language in which programs is a series
of commands that are interpreted and then executed one by one. The
programs do not need to be compiled.

Search Engine Optimization The process of increasing a web sites ranking in
the search engine results pages. Search Engine Optimization includes
modifying on page factors (content) and off page factors such as linking
strategies.

Secure Servers Web servers that use encryption technology to prevent non-
authorized users from intercepting and reading sensitive messages sent via
the Internet. A secure page is identified by https: in the URL.

Secure Socket Layer (SSL) A protocol used to transmit documents over the
internet in an encrypted format. An SSL connection will use the https protocol
where as typical web pages are transmitted via an http protocol.

Security Certificate Information stored on a web server that is used by the
SSL protocol to establish a secure connection with another computer. Security
Certificates contain information regarding ownership, issuer, a unique serial
number or other unique identification, and valid dates.

Server A central or host computer that provides access to data and services to
more than one user at once.

Shipping Carrier A company used to transport packages. Common carriers
include Canada Post, FedEx, DHL, UPS and USPS.

Spider A program used to fetch files from the internet for the purpose of
indexing in search engines. Also called a web crawler, robot or bot, a spider
follows links on web pages to find additional pages to index.

SQL Structured Query Language, used for accessing and modifying data in a
database. There are numerous variations of the language. In web
development, it is commonly used with a scripting language such as PHP.

Stock-keeping Unit (SKU) A unique identifier of a product. The SKU is used
to track inventory and may or may not be shown to customers when
shopping online.
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Subtotal The net amount of an order. The cumulative price of an order's
products. The subtotal excludes discounts, sales tax, and shipping charges.

T

Title Tag HTML tag used to define the title of a page. The title is displayed at
the top of a Web browser and also used by many search engines as the title of
a search result listing.

TLD Top Level Domain such as .org or .com.

U
Upload To transfer files from one's own computer to a server or host
computer.

Uniform Resource Locator (URL) An address of a file located on the internet.
A URL is composed of three parts 1) A protocol 2) A domain name and 3) a
file name.

Unix An operating system developed in the 1960's that still leads the industry
as the most common operating system for web servers.

User Session Each time a site visitor with a unique IP address enters a Web
site during a specified period of time; usually 20-30 minutes, is counted as one
user session. If the visitor exits the site and reenters within the specified
period of time, it does not count as another user session.

\4

W3C World Wide Web Consortium. An international industry consortium
which develops common protocols that promote WWW evolution and ensure
its interoperability. Standards that have been defined by the W3C include
HTML, CSS and XML.

Whois An online service that provides publicly accessible information on the
registered owner of a particular second-level ".com", ".net", and ".org" domain
name.

Web Analytics The study of user activity on a web site or web application to

understand how well it fulfills its objectives.

Web Host A business that provides web hosting services.
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Web Hosting A term used for storing and maintaining files, email or domains
on a server that is connected with Internet.

Web Server A server on the Internet that hosts websites.

Website Traffic The number of times a website is viewed by a unique visitor
within a stipulated time.

X

XML A language which provides more efficient data delivery over the web.
XML is similar to HTML and both are used to describe the contents of a Web
page or file.
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1. Each question carrjeg

2 marks.
(a) What Fio mean by Electronic Commerce?
(b) What i technicgy) design? |

() What ig clectronic daty ¢xchange?
(g) What is high level des;
(h) List out the name of
(1) What is Smart card?
() What do you mean

gn 1n business Commerce?
4 tvpical test types?

by Liquidity?
PART-2
Note :- Each question carries 4 marks.
Q. 2. Differentiate between Traditional Commerce and
E-Commerce.
Q. 3. Explain the 4 key technical elcment
Q. 4. Explain various type of testin
data in detail? 1 '
Q. 5. Explain various types of c-payment system in dc_tall._
Q. 6. Discuss the working of any 2 mobile wallet applications
in details.

s of technical design.
g strategies and type of test

PART-3 _
Q: 7. How B2B model varics from B2C? Discuss it with the
help of sﬁitablc diagram. What do you mean by data cxchange?
Explain.

https://www.uoronline.com
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OR :

Q. 7. Explamn the significance of value chnm‘, How C2c'y,
varics from C2B? Discuss it with the I'w]p of 15u|t.ublu diagran,

Q. 8. What is Clicnt Gerver Architecture? Discuss thejy
in detail with suitable example?

OR

Q 8. What arc the different types of servers? Discuss y
benefits of Client Server Model. o .

Q. 9. Differentiate between data ‘v.enﬁ'catlon @d "a!'diﬂlor
Discuss testing challenges and opportumtics in applying verificati,
and validation.

G

OR
Q. 9. What do you mean by testing? Discuss their various type,
in details. - :
Q. 10. Explain the concept of e-supply chain managemen
Discuss the advantages of using credit card.
- OR
Q. 10. Explain security risk of e-commerce? What is Cybe
law? Explam. https://www.uoronline.com
Q. 11. Discuss the various types of e-banking risk in details?
| ' OR
Q. 11. What do you mean by online shopping? Discuss th
working of any 4 website used for online shopping,

i
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This questinn paper confainn A printed pagea Rell MNeo

B.C.A. (Part-111) E-Comm.

308 (New)
B.C.A. (Part-11) Examination, 2021

iFaculty of Scionen)

(Three Year Schome of 104243 Pattern)
E-COMMERCE

Time Allowed : 3 Hours Maximum Marks : 100

Answer of all the questions (short answer as well as descriptive) are to be given in the main
answer-book only. Answers of short answer type questions must be given in sequential order
Similarly all the parts of one question of descriptive part should be answered at one place

in the answer-book. One complete question should not be answered at different places in the
answer-book.

Write your roll number on question paper before start writing answers of questions.

PART-] -

for each question is upto 40 words.

PART-1I : (Short Answer) consists 5 questigns of 4 marks each. Maximum limit for each

question is upto 80 words.

PART-III : (Long Answer) consists 5 questions of 12 marks each with internal choice.

PART-1

1. Attempt all questions :

(i) What is an e-commerce?

e

(i) What is the role of EDI in E-business communication?

(iii) How we can define a secure e-commerce website?

V0024/305 (New) P.T.O.
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(iv} Define the term testing in terms of a website checking.
(v) Define the term e.cheque.

(\:i)_ Write two risks of e-commerce operations.

(v/ii) What do you mean by wireless banking?

(viii) What is reputation nsk?

9}) What is the role of e-wallet in online payment system?

(x) What is tokenization?

PART-II

2. +Explain the scope of e-commerce. -
/ L
—
3/ What are the different phases of testing a website? Explain.

}( What do you understand about token based and token less money? Explain.
/5/ Mention e-banking support services.
6. . Explain the online shopping nnd payment process from an e commerds website

-

PART-111

o 7. Explain the value chain eystem using suitable example

OR ‘-
Explain the business strategy formulation for c-business.

8. Explain varicus issues faced st the time of e.commerce website design and implemen:

tation.
OR
How can we verify and validate an e-commerce functional website on different parameters’

Explain them.

V0024/305 (New) . 2
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9 What are the sccurnty risks involved 1n e-commerce business and its transactions?

OR

Write short note on E-payment system and e-customer relationship management

system.

10.-What are the privacy and sccurily features available with mobile commerce?

< Explain.

11. Write short note on M.-commerce, security asscssment and PCI comphance.

cER S
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305/335 E-comm.

B.C.A. (Part-III) EXAMINATION - 2022

(Faculty of Science)
(Three-Year Scheme of 10+2+3 Pattern)

E-COMMERCE

Time Allowed : 3 Hours Maximum Marks : 100

Answer of all the questions (short answer as well as descriptive ) are to be given in the main answer-book only.
Answers of short answer type questions must be given in sequential order. Similarly all the parts of one question
of descriptive part should be answered at one place in the answer - book. One complete question should not be
answered at different places in the answer - book.

Write your roll number on question paper before start writing answers of questions.

Question paper consists df three Parts. All three parts are compulsory.

PART -1: (Very Short Answer) consists 10 questions of 2 marks each. Maximum limit for each question is upto
40 words.

PART - I1 : (Short Answer) consists § questions of 4 marks each. Maximum limit for each question is upto
80 words.
PART - III : (Long Answer) consists 5 questions of 12 marks each with internal choice.

PART -1
(Attempt all questions)
1. /ﬁﬁ Name any four application areas of E-commerce.
(i) What is value chain ?
,Qm)'" What do you mean by client & server ?
[l :‘ffhat is technical design ?
h-f'J/ What is Testing ?
(vi) )5" hat is validation ?
,{vﬁ What is electronic purse ?
((vﬁf}' :ﬁg;n is cyber law ?
x5~ Whatis M - wallet ?

\ﬁ/ ’ﬁat is credit risk ?

PART-I1
(Short Answers)
f Define E - commerce. What are the benefits of using E-commerce ?

3. Write short note on High - level Design.
4, Explain the transactional and Operational risk of E-banking.
5. Explain the implementation planning.

6. What is an Electronic payment system ? What are its types ?

https://www.uoronline.com
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(Long Answers)
7. Define EDI. Explain the layered architecture of EDI.

OR
ﬂs B2B, B2C, C2B, and C2C Model of commerce with suitable examples.

8. What is detail design ? Discuss its designing elements and designing step.
' OR
Describe a client - server Model of E-Commerce with ite characteristics.

9. Differentiate between validations and verification. Explain the types and process of validation.
OR

Explain the various types of testing use in E-commerce.

10. Define E - Customer Relationship Management and also explain its architecture in detail.
' OR . |
Write short noteson ;
(@) Business Ethics.
(b)  Security risk of E-commerce.

‘mhat is E-banking ? Explain E-Banking su erviees .
OR

Write short notes on.
% Mobile Delivery Technology.

Application of M-Commerce.

-o00o-

305/335 . 2
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This question paper containg 2 printed pages. Roll NO. oo,

B.C.A. (Pt.-III) E-Comm.

335

B.C.A. (Part - I1I) EXAMINATION, 2019
(Faculty of Science)
(Three-Year Scheme of 10+2+3 Pattern)

E-COMMERCE - 336

Time Allowed : Three Hours Maximum Ma rka: 100

the questions (short answer as well as descripti

ier ype questions must be given tn sequen
he answer-book

ve) are to be given in the main answer-book only.

tial order. Similarly all the parts of one question
. One complete question showuld not be

Answer of all

Answers of short ansu

of descriptive part should be answered at one place in ¢

answered at different places in the answer- book.

ers on question paper before start writing answe
Question paper consists of three parts.

All THREE parts are compulsory.
of 2 marks each. Maximum limit for each

Write your roll numb rs of questions.

PART-I: (Very Short Answer) consisis of 10 questions
question is upto 40 words.

PART-II: (Short answer) consists of 5 quest um limit for each question

ions of 4 marks each. Maxim

is upto 80 words.
PART-III : (Long answer) consists of 5 questions of 12 marks each with internal chotce.
PART-I
1. Attempt all questions. Each question carries 2 marks. 10x2=20
What is E-Commerce ?
47  Whatis Value Chain?
4 Whatis High-level design 7
@~ WhatisTe chnical Design ?
4§  What is the role of testing ?
4  What do youmean by Validation ?
4gy Whatisthe role of Credit Card in E-Commerce ?
(R Define role of Cyber law in E-Commerce.
Gy  Whatis M-Wallet ?
~ Define Credit Risk.
PART-II
/2-/ Describe the benefits of E-Commerce. 4
_3 Explain Client-Server Model in E-Commerce. 4
4~ Explain Applying implementation planning in brief. .
/ﬁ/ Explain Business Ethics in brief. .
/G/ Explain electronic payment system.
4
1
P.T.O.
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PART-I1I
Define EDI. Explain the architecture of EDI.

Ol
«/Dmcuss B2B, B2C, C2B and C2C model of E-Commerce with suitable example.

7.

8. Whatdoyoumean by High-level Desi gn ? Explain ita conceptual and logical view of High-level design.

. OR -
}s&ﬂ'ﬁc ClienL-S%e_rvie_r_hfi_o_due_l_o_E_E-Commercc with ils characleristica.

9. /Bm'erentiate between Validation and Verification. Iixplain the validation process and its types.
OR * .
Explain types of testing use in E-Commerce.

10— Describe Electronic Market and its advantage and disadvantage in details.
OR
Describe Security Risk of E-Commerce in detail. Explain Cyber law also.

11./Wlmtis e-banking ? Explain e-banking risk in detail.
OR
Write short notes:
() Application of M-Commerce
()  Online shopping and payment system via mobile

-00o0-
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B.C.A. (Part-111) Examination, 2017
[Time: Three Hours) [Maximum Marks: 100}

Part- 1|
a) Name any four application areas of E-Commerce.
b) What is the value chain?
¢) What do you mean by client and server?
d) What is Technical Design?
e) What is testing?
f) What is validation?
g) What is Electronic Purse?
h) What is Cyber Law?
i) What is m-wallet?
j) What is Credit Risk?

N Part -1
2. Define E-Commerce. What are the benefits of using E-

Commerce?

3. Write short note on High-Level Design.

4. Explain the implementation planning.

S. What is an electronic payment system? What are its types?
6. Explain the transactional and operational risk of E-Banking?

Part - I11
7. Define EDI. Explain the layered architecture of EDI.
OR
Discuss B2B, B2C, C2B and C2C model of E-Commerce with
suitable examples.

8. What is Detailed Design? Discuss its designing elements and
its designing steps.
OR

https://www.uoronline.com
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Describe a Client-Server Model of E-Commerce with its
characteristics?

9. Differentiate between validation and verification. Explain the .

validation process and its types.
OR
Explain various types of testing use in E-Commerce.

10. Define E-Customer Relationship Management and hence
explain its architecture in detail.
OR
Write shorts notes on:
a) Business Ethics.
b) Security risk of E-Commerce.

11. What is e-banking? Explain e-banking support services.
OR
Write shorts notes on:
a) Mobile Delivery Technology.
b) Applications of M-Commerce.

WO UIUOION MMM/ Sdllq
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e A.7

~ EXAMINATION -2020

E-Commerce

Mmm
-——\

Maximum Marks : 10

Time Allowed : Three Homrs

g\ﬁjﬁ“&fscl?;s:s;;s o‘: ;l)ree parts. All THREE parts are compulsory.
: - AV ~el) Consists of 10 questions of 2 marks each.
Maximum limut for each question is upto 40 words,
PART - II" (Short answer) consists of 5 questions of 4 marks each.
Maximum limit for each question is upto 80 words |
PART - III: (Long answer) consists of 5 questions of 12 marks each with
internal choice.
PART-I
L Atempt all questions. Each question carries 2 marks. 10x2=20
(1) Define EDI.
(1) What is the scope of E-Commcree ?
(w) What are differcnt types of testing?
(rv) What is verification ?
(v) What are different forms of EPS ?
(vi) Discuss briefly about E-CRM. _
(vi) What are different services of E-Banking available for
transferring funds ?
(vii1) Discuss briefly different threats to E-Banking,
(x) Define M-Commerce. _
(x) What is OTP and how does it help in providing security”?
PART-I
Discuss about the E-Commerce value chain.
Differentiate between verification and validation.
Discuss the rolc of Credit cards in E-Commerce.
Discuss credit risk in context of E-Commerce.
What are M-Wallets and why are they important 7
PART- I

7. Discuss E-Commerce business strategy goals. 12

S oo
Lo o o
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A-8

— OR T

10.

1L

Discuss featurcs of.

@ Floctronic markets o, |
(M DI

Attempt any (wo:

@ What are black-box and white-box testing ? O

@) Discuss concepis of implementation planni ng.
(¢) What arc unit testing, integration testing and accep

tance
What are different forms of E-Payment systems ? Degc testing »

ribe each brien,

OR ]
Write about E-Supply chain management and E-Customer
relationship management.
What is E-Banking? Discuss in detail various services provideg

E-Banking. How is it beneficial for banks and customers ? DlSC‘usS

each. https://www.uoronline.com

OR
What are various risks associated with E-Banking? How can one
safeguard against such threats?
What are various services considered to be part of M-Commerce ?

Write briefly about each of them. 1l

OR
Write about security issues related to M-Commerce and M-Banking
long with various measures to protect against them.
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